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(54) METHOD AND SYSTEM FOR INDIVIDUAL IDENTIFICATION 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide an individual identification 
method for certainly preventing the illegal use of a card by the 
others by using an authentication key which is not necessary for a 
user himself or herself to memorize with any special labor. 
SOLUTION: At the time of issuing card, individual information 
related with private items that only a user himself or herself knows 
and hardly forget is registered in a device to be directly or indirectly 
managed by a card issuing organization with a password, and a 
single or plural questions are selected and extracted at random 
each time from among the plural questions based on the individual 
information, and the answer to the question is required to the card 
user when the card is used, and the answer contents to the 
question are collated with the contents of the previously registered 
individual information so that whether or not the card user is a true 
card owner can be decided. 
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.* NOTICES * 

JPO and NCI PI are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original precisely. 

2. **** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1] The individual humanity news about a private matter without a possibility of only he being unable to know 
and forgetting at the time of card issue The card issue engine registers with the equipment managed directly or 
indirectly with the personal identification number, and single **** carries out the selection extract of two or more 
questions each time at random out of two or more questions based on said individual humanity news. The personal 
authentication approach that a card user comes to judge whether you are a Shinsei cardholder by asking a card 
user for the reply to the question at the time of card use, and collating the contents of a reply over this with the 
contents of said registered individual humanity news. 

[Claim 2] The personal authentication approach according to claim 1 whose number of questions increases, so that 
the rate of the dealings amount of money of occupying to the deposit balance of a frame or the dealings amount of 
money absolutely becomes large. 

[Claim 3] The same questions as the question used at the time of card use are claim 1 or two accounts which are 
used also at the time of the individual humanity news registration performed at the time of card issue, and it is the 
personal authentication approach of **. 

[Claim 4] The personal authentication approach of claim 1-3 given in any 1 term that the reply to a question is 
prepared for the multi-branch case index. 

[Claim 5] The personal authentication approach according to claim 4 that the reply to a question may be a flat 
rejection. 

[Claim 6] The personal authentication approach of claim 1-5 given in any 1 term that one side or the both sides of a 
response to a question and this is made with voice. 

[Claim 7] The personal authentication approach according to claim 1 using [ not using individual humanity news as 
an authentication key ] only a personal identification number when the dealings amount of money is below the fixed 
amount of money, or when the rate that the dealings amount of money occupies to the deposit balance is below a 
rate of a constant ratio. 

[Claim 8] The personal authentication approach of claim 1-7 currently defended so that the database about a 
personal identification number and the database about individual humanity news may be managed by respectively 
different independent computer and the distribution of information between both databases may not receive 
unlawful access from the outside given in any 1 term. 

[Claim 9] The personal authentication approach of claim 1-8 given in any 1 term that **** which is one significant 
taste by containing two or more elements of each other [ individual humanity news ] relevant to one question, and 
putting these two or more elements together was expressed by the question. 

[Claim 10] The authentication terminal which inputs an authentication key for a card user to carry a card at the 
time of card use, and ask for personal authentication at it, The personal data base which recorded the individual 
humanity news about a cardholder's private matter on the personal authentication system equipped with the host 
computer which attests a card user in response to the information from the authentication terminal concerned, and 
returns an authentication result to said authentication terminal, The question selection section which chooses at 
random the question used this time from two or more questions based on the individual humanity news recorded on 
said personal data base, The question presentation section which shows a card user said selected question and 
calculates a reply, The personal authentication system which prepares the contents judging section of a reply which 
collates a card user s contents of a reply over said question with the contents of said personal data base, and 
judges whether a card user is a cardholder, and it comes to use for propriety decision of dealings activation of the 
result of said contents judging of a reply. 



[Translation done.] 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] him with whom this invention is represented by dealings by the cash dispenser — it is 

related with the personal authentication approach applied to the dealings which need a check. 

[0002] 

[Description of the Prior Art] There are ** and various cards, such as cards used in order that an individual may 
operate the dealings terminal of a financial institution, such as an ATM card and a credit card, a member card 
published to the regular customer of a department store or a supermarket, and a member card in which use rating of 
a fitness club or various amusement facilities is shown, among the cards, and the card serves as an existence which 
should not be lacked in modern society, him of a card user being a cardholder of truth [ time / of use of these 
cards ] — a check, i.e., personal authentication, is needed and, for this reason, personal authentication using 
authentication equipment is performed. For example, in ATM currently installed in the bank etc., if the personal 
identification number expressed by the digit string is inputted after inserting a card, dealings of cash drawers etc. 
will be permitted only after collating with this personal identification number and Card ID is performed and it is 
checked that there is no error in a personal identification number. 
[0003] 

[Problem(s) to be Solved by the Invention] However, it is hard to memorize the personal identification number 
expressed by this digit string, and, for this reason, it is that the digit string of which it is easy to be reminded for 
cardholders, such as a birthday, tends to be chosen as a personal identification number. Such a digit string is easy 
to solve also for others, and when what especially statuses, such as a driver's license, understand is lost together, 
the elucidation of a personal identification number will become very easy for others. Although what is necessary is 
just to choose the meaningless digit string which what [ a cardholder and ] relation does not have in a personal 
identification number, either in order to prevent this, when the efforts which cannot memorize easily shortly and it 
will continue memorizing if it does so are neglected, the personal identification number error by the number mistake 
will occur frequently. 

[0004] This invention uses as an offer plug the personal authentication approach using the authentication key which 
does not need the special efforts whose he memorizes it, though it is made in view of this present condition and the 
unauthorized use of the card by others can be prevented certainly. 
[0005] 

[Means for Solving the Problem] this invention person hit on an idea of using the authentication key based on the 
individual humanity news about a private matter without a possibility of only he being unable to know and forgetting, 
as a result of inquiring wholeheartedly. At all, there is no need of memorizing since such an authentication key is an 
obvious matter for him, and since it is not necessary to memorize, even if it carries out the multi-statement of the 
authentication key, it does not serve as a burden to him, either. Then, if an authentication key which is different 
whenever it carries out the multi-statement of the authentication key and dealings are conducted is used, even if it 
loses a card, it will become almost next to impossible that others get to know the authentication key, and it will be 
very safe. And I thought it suitable to perform the input of such an authentication key in the format of the reply to a 
question. 

[0006] This invention completed based on such an idea The individual humanity news about a private matter without 
a possibility of only he being unable to know and forgetting at the time of card issue The card issue engine registers 
with the equipment managed directly or indirectly with the personal identification number, and single **** carries 
out the selection extract of two or more questions each time at random but of two or more questions based on said 
individual humanity news. It is characterized by a card user coming to judge whether you are a Shinsei cardholder by 
asking a card user for the reply to the question at the time of card use, and collating with the contents of the 
individual humanity news whose contents* Of a reply over thl • '.' 7 

[0007] In addition to the personal identification number used conventionally, in this invention, individual humanity 
news is used as an authentication key. In addition to this, a social position certificate etc. is the concept located in 
the informational counter electrode used since an individual is specified as a formula, a driver's license etc. and, and 
individual humanity news here makes private information the contents. And especially in this invention, the 
information which only he cannot know in this private information is used. The semantics of the information which 
only he cannot know here does not mean the information which meant making it secret Although you may be the 
information which meant the secret, of course, the information which only he here cannot know is implications, such 
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as information which does not open to the public positively or does not have semantics in opening to the public 
itself, registering such individual humanity news beforehand, making the question based on this individual humanity 
news ask and reply to a card user at the time of card use, and verifying the correction of an answer — him — it 
checks And a question uses a question different each time not using the always same thing. 

[0008] individual humanity news — him — although using as an authentication key for a check is the description of 
this invention, it is necessary to use individual humanity news as an authentication key in no dealings For example, 
when the rate that the dealings amount of money is small, or occupies to the deposit balance of the dealings amount 
of money is small, only a personal identification number may be made to require as usual not using individual 
humanity news. 

[0009] Moreover, when it is plurality, for example, it is possible [ it ], although the number of questions taken out at 
the time of card use may be one or you may be plurality to make [ many ] it as the significance of dealings 
increases the number of questions. It can judge with a frame absolutely or it is possible to judge the significance of 
dealings with the rate of the dealings amount of money of occupying to the deposit balance of the dealings amount 
of money. 

[0010] Although individual humanity news is beforehand registered at the time of card issue, the method of this 
registration is various. For example, it is possible to use the same question as the question used at the time of card 
use also at the time of card registration etc. 

[0011] As for the reply to a question, considering as a multi-branch case index is desirable. Moreover, there is no 

reply to a question, namely, it is desirable to also put a flat rejection into one of the alternative. 

[0012] The question from authentication equipment to a card user may be performed by displaying on a display, and 

may be performed by the artificial voice. Moreover, the selection on a display is sufficient also as the response by 

the card user to this question, and it may be performed with voice using speech recognition. 

[0013] The question based on individual humanity news and a judgment of the correction of a reply to the question 

are made with reference to the database which manages individual humanity news. The database of individual 

humanity news is constituted independently and wished the database of a personal identification number from in 

[ that it is made to perform the distribution of information's between both computers in the condition of having 

defended so that unlawful access from the outside might not be received raising security using the independent 

computer also with the respectively different computer which manages them ]. 

[0014] Although various things as a format of a question can be considered, when two or more elements relevant to 
one question make it contain mutually [ individual humanity news ] as an interesting example for example and these 
two or more elements combine, it is mentioned that **** which is one significant taste is expressed by the question 
etc. 

[001 5] As a system which enforces such a personal authentication approach In the basic configuration of the 
conventional personal authentication system, in addition, the personal data base which recorded the individual 
humanity news about a cardholder's private matter, The question selection section which chooses at random the 
question used this time from two or more questions based on the individual humanity news recorded on said 
personal data base, The question presentation section which shows a card user said selected question and 
calculates a reply, The contents judging section of a reply which collates a card user's contents of a reply over said 
question with the contents of said personal data base, and judges the correction is prepared, and what is used for 
propriety decision of dealings activation of the result of said contents collating section of a reply can be considered. 

[0016] 

[Embodiment of the Invention] Next, it explains based on the example illustrating the detail of this invention. Drawing 
1 is the block diagram showing the outline at the time of applying this invention to the personal authentication 
system which used ATM (cash dispenser). It consists of host computers tied with ATM, and ATM and the 
communication line concerned as an authentication terminal with which this system is also installed in the branch of 
a bank etc. as well as this conventional kind of system. Drawing 1 is a part (the ATM side authentication section is 
called hereafter) in which it is what extracted and expressed the part in connection with an authentication device in 
this system, and drawing Nakamigi one half is established in the ATM side, and is a part (the host side 
authentication section is called hereafter) in which the left half in drawing is established in a host computer side. 
The part which processes the inputted personal identification number, and the part which processes the question 
based on individual humanity news are prepared in the ATM side authentication section, and, on the other hand, the 
personal identification number, the personal identification number database 1 which recorded correspondence 
relation with Card ID, and the personal data base 2 which recorded a cardholder's individual humanity news are 
formed in the host computer side. The personal identification number database 1 and a personal data base 2 may be 
formed independently, respectively/and may be unified. Registration of the individual humanity hews to a personal 
data; base 2 is performed by the individual humanity news 3 ^tablish^d ; tin^sjy/; Ab.PMt : ;tb e. . . 
registration approach of individual humanity ne wsy it mieritiohs later. 

[0017] The card ID read station 5 which reads Card ID in the inserted card 4, and the personal identification number 
input section 6 and the personal identification number collating section 7 which inputs a personal identification 
number are prepared in the part which processes the personal identification number prepared in the ATM side. The 
personal identification number collating section 7 is verified by collating with the contents of record of the personal 
identification number database 1 in which ac(justment with the personal identification number inputted from ID 
information read by said card ID read station 5 and the personal identification number input section 6 was prepared 
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at the host computer side, recording a personal identification number in a card 4, and verifying the adjustment of the 
personal identification number in a card, and the personal identification number inputted from the personal 
identification number input section 6 — him — although you may check, when are done in this way and the personal 
identification number in a card is read by a certain approach, the unauthorized use of a card cannot be prevented. 
So, in this example, a personal identification number is not recorded on a card, but it replaces with a personal 
identification number and Card ID is recorded. 

[0018] Into the part which processes a question based on the individual humanity news prepared in the ATM side 
From the contents of record accumulated in said personal data base 2 About the question selection section 8 which 
chooses a question at random [ whenever dealings are conducted ], the question presentation section 9 which 
shows a card user this selected question, the reply input section 10 into which a card user inputs the reply to said 
shown question, and the inputted contents of a reply A check of that him is him forms the dealings activation 
section 12 which performs expenditure of cash 13 etc. as a result of the contents judging section 1 1 of a reply 
which collates the contents of record of a personal data base 2 etc., and judges the correction, and a judgment. 
Although the contents judging section 11 of a reply is formed in the ATM side, it forms the contents judging section 
1 1 of a reply in a host computer side, and you may make it send the contents of the judgment section to the ATM 
side here. 

[0019] All the cards with which the card used in this invention is used for personal authentication, such as a 
magnetic card, an IC card, and an optical card, are applicable. The question selection section 8 takes out a question 
at random so that the questions for every dealings may differ. It does not eliminate that it is important for a 
question to take out at random, and the same question comes out of last time as a result Although a question may 
take out the contents currently recorded on the personal data base 2 as it is, it may add an arrangement. Although 
the method of presentation of the question by the question presentation section 9 is various, being accompanied by 
the screen display is desirable. It is also desirable to use the question by the artificial voice together. As the reply 
input section 10, use of a touch panel or a keyboard, use of a voice input means, etc. are mentioned. The dealings 
activation section 12 is not limited to cash expenditure, but is targeting all dealings that can be performed by ATM, 
such as enquiry of the deposit balance. 

[0020] him [ in / in this invention / dealings ] — it is the description to use individual humanity news for the 
authentication key for a check in addition to the personal identification number used conventionally. Hereafter, it 
explains that the processing in these dealings flows. Although ATM is mentioned and stated to an example here, 
authentication equipment may be other things, for example, may be equipment which verifies the truth of a credit 
card or a member card. 

[0021] Drawing 3 is a flow chart which shows the flow of the authentication processing in this invention, 
authentication should roughly be divided into a personal identification number check process and an individual 
humanity news check process, and it should pass this authentication — him — dealings processing is performed 
only to that by which the check was made. The flow of dealings is as follows. After a card is inserted first, a 
personal identification number is inputted and the consistency check of Card ID and a personal identification number 
is performed, it shifts to an individual humanity news check process. 

[0022] At an individual humanity news check process, a question is first chosen from a personal data base 2 at 
random based on the individual humanity news which individual humanity news was read and was read, a personal 
data base — a question type — since data are not necessarily contained in a form as it is, a question sentence will 
be created based on the ejection of data, simultaneously the taken-out data of individual humanity news. It is not 
necessary to take out the always same question sentence based on the same individual humanity news, and a 
different question sentence may be created. 

[0023] Subsequently, this created question sentence is expressed as a multi-branch selection reply method, and a 
card user is asked for carrying out the number input of the reply to a question sentence. Although the multi-branch 
selection reply method is adopted for saving the time and effort of a reply input here, if the semantics is analyzable 
even if it is an atypical reply, the method inputted by the text, i.e., a free reply method, may be adopted. In this case, 
using the voice input means equipped with the speech recognition function as an input method of a free reply is 
mentioned. If a reply number is inputted by the card user, it is verified whether it has agreed with the individual 
humanity news into which the contents of a reply are registered, when having agreed, dealings processing is 
performed, and when having not agreed, on the other hand, dealings processing will be refused. Although here 
described the case where the question based on individual humanity news was always used together with a personal 
identification number, individual humanity news is used only for high dealings of significance/and only a personal 
identification number may be made to require usually in dealings. High dealings of significance point out the case 
where the rate to the deposit balance of the dealings amount of money of the dealings amount of money when a 
frame is large absolutely is large here, when authentication equipment is ATM. When the dealings amount of money 
^9.®s not fulfj II 50,000 yen, only the check of a personal identic 

question based on individual humanity news is used together when it is this example that is shown as drawing 3 and 
the dealings amount of money is 50,000 yen or more here. Moreover, two or more questions based on individual 
humanity news setting a problem, for example, adjusting the number of questions according to the significance of 
dealings etc. is considered. For example, it is a desirable example to make it the number of questions increase etc., 
so that the rate of the dealings amount of money of occupying to the deposit balance of a frame or the dealings 
amount of money absolutely becomes large. 

[0024] In this invention, individual humanity news has pointed out the thing about a private matter without a 
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possibility of only he being unable to know and forgetting. As such a thing, "the identifier of the teacher of their 
junior high school days", "favorite words", etc. are mentioned, for example. Drawing 4 shows that it is illustrated as 
these questions in the format of the reply to it, the reply "Yamada" corresponds to the question "the teacher of its 
junior high school days", and the reply a "personal computer" corresponds to the question a "hobby." In case these 
individual humanity news registers a personal identification number at the time of card issue, it is registered into this 
and coincidence. Although individual humanity news is registered into coincidence at the time of personal 
identification number registration, a personal data base and a personal identification number database may 
constitute the database which may be unifying, thought the security side as important and became independent. 
[0025] Drawing 5 illustrates the method of registration of individual humanity news, chooses the hiragana currently 
displayed on the screen and shows signs that are performing a kana-kanji conversion and the kanji input is carried 
out What is necessary is just to make it choose the reply to a question from finite example answers, and to 
establish a means to replace with a kana-kanji conversion in this case, and to choose an applicable number, 
although the kana-kanji conversion is used here since the reply to a question is considered as the free reply. 
[0026] Thus, the registered individual humanity news is used in order to judge whether the reply to the question 
taken out at the time of card use is right, or it has mistaken. The format shown to a card user will not be limited 
especially if the contents of a reply over it can collate with said registered individual humanity news. Drawing 6 
shows the simplest example of a question type, as a reply candidate [ as opposed to / here, it is displayed on the 
display with which the question "choose one favorite words from the following" was equipped with pressure- 
sensitive means, such as a touch panel, and / it ] — " — 1. — patience 2. efforts 3. sincerity [ ] — 4. love 5 — 
signs that -nature — 0- -relevance-less 9. pass" is displayed are shown. I can hear that it may also have a flat 
rejection to a question that "he has no relevance" is in a reply candidate here, there can be, the width of face of 
the reply to a question can be expanded now by this, and it can make for others to find out a right reply by chance 
into difficulty more. Moreover, a free reply method is not taken at the time of individual humanity news registration, 
but when the multi-branch selection method which chooses one from two or more candidates prepared beforehand 
is adopted, there is also an advantage that the candidate who should choose into a reply candidate can cope with it 
now as a system as inside. Moreover, although "pass" is prepared in the reply candidate, this is for enabling it to 
cope with it, also when the cardholder should have forgotten his individual humanity news. Although "pass" is not 
necessarily required since the individual humanity news used by this system is a private matter without a possibility 
of forgetting for him, the Shinsei card user has abolished a possibility that it may be hit by the unnecessary trouble, 
by preparing this. However, when "pass" is chosen, the question alternative to answering is shown and it is 
necessary to prevent from refusing a reply to this. Moreover, the count of "pass" also needs to limit only at once. 
[0027] Although the question based on the same individual humanity news may always be the same, you may make 
it differ, questions differ — making — as a way — for example — " — 1. — sincerity — the 2. nature 3. patience 4. 
efforts 5 -love- -O-.-relevance-less 9. pass" — as — replacing a reply candidate's sequence and asking a question 
in a format which is different even if it is making it reply numbers differ each time even if it is the same contents of 
a question, and the still more nearly same contents of a question etc. is mentioned. However, it is desirable to take 
the same question type as the question type used from a viewpoint which avoids mental derangement of the Shinsei 
cardholder who is a respondent at the time of individual humanity news registration. Although it is the case which 
was shown by drawing 6 where one individual humanity news is contained in one question sentence for example, — 
" — the man of the partner with the first me who dated — the age "15 years old" of the "Tokyo" native — " — he 
was Mr. Hanako Yamada" — " — as — it is also an interesting example to include two or more individual humanity 
news mutually related in a question sentence, and to express #### which is one significant taste. 
[0028] Although it mentioned above that it was more desirable to separate a personal identification number 
database and a personal data base from a viewpoint which thinks security as important, it is this example that is 
shown as drawing 7 . In order to raise security further, while forming independently the computer which manages a 
personal data base, and the computer which manages a personal identification number database, the relay computer 
which is not concerned about the contents of data which both [ these ] computers manage is made to intervene 
among both computers here. Namely, as shown in drawing 7 , while managing a personal data base 2, as for ATM20 
and the host computer 21 which manages the personal identification number database 1, the question computer 22 
which takes out a question, and junction KOMBYUTA 23 are formed independently. Junction KOMBYUTA 23 
achieves the duty like a filter which separates the information about a personal identification number, and the 
information about individual humanity news here, the information sent from either a host computer 21 or the 
question computer 22 is sent to another side, without being concerned about the contents, and the defense 
measure for preventing the unauthorized entry from the outside is given there. Authentication actuation in this 
example is performed according to numerical order given to the arrow head iri drawing. The flow of the processing is 
as follows. 

[1] If card insertion and a personal identification number input are made. by. ATM20 and the dealings ^amount of 
money is inputted, enquiry of personal authentication will be started from ATM 20 to a host computer 21. 
[2] When the dealings amount of money is below the fixed amount of money, authentication is made to complete 
only by collating of a personal identification number, but in exceeding the fixed amount of money, it requests for the 
junction computer 23 that a host computer 21 should take out the question based on individual humanity news. In 
addition, it faces requesting setting [ of a question ] a problem from a relay computer 23, and the cardholder code 
specified with the host computer 21 is sent. 

[3] The relay computer 23 which received the request about setting a question sends this request to the question 
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computer 22 as it is. 

[4] The question computer 22 which received the question request selects the individual humanity news about a 
cardholder from the contents of record of the personal data base 2 which oneself manages, and sends the question 
based on this directly to ATM20. 

[5] The question computer 22 sends the correct answer to the question taken out to ATM20 to a relay computer 
23. 

[6] A relay computer 23 sends the correct answer to the question received from the question computer 22 to a 
host computer 21 as it is, 

[7] A host computer 21 sends this received correct answer to ATM20. 

[0029] and as for a set and ATM20, the information which is needed forjudging the correction of the authentication 
key which carried out in this way, and boiled and the card user inputted will verify altogether that he is a Shinsei 
card user cardholder based on these information to ATM20. 

[0030] A personal identification number database and a personal data base are separately constituted independently 
from this example, the independent configuration also of the computer which moreover manages these is carried 
out, and since the configuration which allotted the relay computer 23 made to be equipped with the defense means 
against an unauthorized entry is further adopted among both [ these ] computers, that security is very high. 
[0031] 

[Effect of the Invention] The personal authentication approach of this invention was made to carry out the selection 
extract of the question used out of two or more questions based on the individual humanity news registered at the 
time of card use at random each time while registering this beforehand using the individual humanity news about a 
private matter without a possibility of only he being unable to know and forgetting as an authentication key. Thus, in 
this invention, since the contents of a question which a question is chosen at every dealings at random, and should 
respond change, others are unable to predict the correct answer to a question in advance, and the unauthorized use 
of the card by others can be prevented almost certainly. And since a private matter without a possibility of 
forgetting for him is used as an authentication key, even when there are many questions or the contents of a 
question change, a cardholder does not need the efforts for for continuing memorizing an authentication key. 
[0032] Moreover, when [ according to claim 2 ] it is made for the number of questions to increase like so that the 
ratio to the deposit balance of a frame or the dealings amount of money of the dealings amount of money becomes 
large absolutely, the safety to dealings can be managed more finely and the safety will also become higher. 
[0033] When the same question as the question according to claim 3 used like at the time of card use is used also 
at the time of the individual humanity news registration performed at the time of card issue, since the card user has 
experienced the same question at the time of card issue, he can respond in comfort, without being puzzled to the 
question at the time of card use. 

[0034] When the reply of as opposed to [ like ] a question according to claim 4 is prepared for the multi-branch 
case index, it is not necessary to adopt the complicated input approach, and a reply can be substituted only for 
number selection like a free reply method. 

[0035] When it is made to also include a flat rejection as a reply of as opposed to [ like ] a question according to 
claim 5, it can make more for the width of face of the reply to a question to find out breadth, and for others to find 
out a right reply by chance into difficulty. 

[0036] being according to claim 6 — like — a question — and — or when a response is made with voice, it is not 
necessary to perform alter operation of an authentication key by hand 

[0037] Since the reply to the question and this based on individual humanity news is not needed [ when / according 
to claim 7 / the dealings amount of money is below the fixed amount of money, or ] about low dealings of 
significance like when the dealings amount of money is below a rate of a constant ratio to the deposit balance, and 
only a personal identification number is used, not using individual humanity news as an authentication key, it is 
based on the actual condition and dealings can be simplified. 

[0038] The database which manages the database according to claim 8 which manages a personal identification 
number like and individual humanity news is managed by respectively different independent computer. When being 
defended so that the distribution of information between both databases may not receive unlawful access from the 
outside, Even if one side of a computer which manages the computer and individual humanity news which manage a 
personal identification number database receives unlawful access, since while remains and security is maintained, 
the safety of the whole dealings will be guaranteed. 

[0039] the case where **** which is one significant taste by consisting of two or more elements according to claim 
9 with which one question is related mutually [ individual humanity news ] like, and putting these two or more 
elements together is expressed — the contents of a question — an owner — since it will become meaningless, an 
authentication key will be memorized more vividly. 



[Translation done.] 



JP,2001-188759,A [DESCRIPTION OF DRAWINGS] 



1/1 Page 



* NOTICES * 

JPO and NCI PI are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original precisely. 

2. **** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] The block explanatory view of the part about the authentication processing in one example of the 
personal authentication system of this invention 

[Drawing 2] The flow chart which shows the flow of the authentication processing in one example of this invention 
[Drawing 3] The explanatory view showing the flow of the authentication processing which divided the case where it 
did not use together with the case where the question by individual humanity news is used together by the dealings 
amount of money 

[Drawing 4] The explanatory view showing a question and its example answer 

[Drawing 5] The explanatory view showing one example of the method of registration of individual humanity news 
[Drawing 6] The explanatory view showing one example of the question displayed on a display at the time of card 
use 

[Drawing 7] The explanatory view showing one example of the system at the time of also making the computer 
which constitutes separately a personal identification number database and a personal data base, and manages 
these with what became independent, respectively 
[Description of Notations] 

1 Personal Identification Number Database 

2 Personal Data Base 

3 Individual Humanity News Registration Means 

4 Card 

5 Card ID Read Station 

6 Personal Identification Number Input Section 

7 Personal Identification Number Collating Section 

8 Question Selection Section 

9 Question Presentation Section 

10 Reply Input Section 

1 1 The Contents Judging Section of Reply 

1 2 Dealings Activation Section 

13 Cash 

20 ATM 

21 Host Computer 

22 Question Computer 

23 Junction KOMBYUTA 
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